YapiKredi YAPI VE KREDi TEKNOLOJi ANONIM SIRKETI WEBSITE
Teknoloji COOKIE PRIVACY NOTICE

Pursuant to Law No. 6698 on the Protection of Personal Data (“Law”), your personal data may be
processed by Yapi Kredi Teknoloji Anonim Sirketi (“YKT”), acting as the data controller, within the scope
disclosed below.

Tracking technologies such as cookies, pixels, gifs (“Cookies”) are small text files placed on your
device such as tablets, phones, or computers during your use of online applications. With the usage of
Cookies, the servers of our websites and applications recognize your devices and, for example,
remember your language preferences, saved usernames and passwords, and manage the traffic on
the website. Cookies also help us analyze the number of visitors and audience of our website so that
we can improve our software to provide you with a better experience and, if you prefer, to personalize
the advertisements you view during your internet use.

Pursuant to the Law, your personal data regarding the cookies used on https://www.ykteknoloji.com.tr/
(“Website”) may be processed by our Bank as the data controller within the scope described below.

Your Collected Personal Data

Within the scope of conducting the Company’s activities, the following personal data may be processed.

Personal Data | Specific Personal Data
Category
Cookie Information Cookie type, cookie consent, session information, preferred settings

information, time spent on site, user activity information on the website
Transaction Security | Computer 1D, records (technical), system and application user account
Information information (usernames, email accounts, last logon dates, IP addresses), all
security- related log records belonging to systems, identify verification
information (password, token),device information

Purposes and Legal Bases for Processing Personal Data

Your collected personal data shall be processed for the purposes set out below, (“Purposes”) within the
personal data processing conditions and purposes specified in Article 5 of the Law. Different types of
cookies and similar tracking technologies are used on the Website. The legal basis for processing and
the applicable processing condition under the Law may vary depending on type of cookie used.

Essential Cookies

Essential cookies are cookies placed on your device while you are viewing the Website and are
necessary for the online services provided to function properly. For the data processing activities, we
carry out during the use of these cookies, we rely on the data processing condition under Article 5 of the
Law, which states: “The processing of personal data belonging to the parties to a contract is
necessary provided that it is directly related to the conclusion or performance of the contract.

Performance and Analytics Cookies

Performance cookies allow us to track and analyze the number of visitors to the Website and Website
traffic. These cookies enable us to gather information such as which sections of the Website are visited
most frequently or least frequently, and to optimize Website traffic.

For the data processing activities conducted during the use of cookies where you explicitly request the
relevant information society service and during the use of first-party analytical cookies, which are
statistical measurement tools and are used for purposes that do not significantly affect the privacy of
users, such as obtaining general - statistical information, we rely on the data processing conditions
envisaged as “being necessary to process personal data of the parties of the contract, provided
that it is directly related to the establishment or performance of the contract” and “processing of
data is necessary for the legitimate interests pursued by the data controller, provided that this
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processing shall not violate the fundamental rights and freedoms of the data
subject” within the scope of Article 5 of the Law.

In cases where you do not explicitly request the relevant information society service, for the data
processing activities conducted during the use of cookies and third-party analytical cookies, we rely on
your “explicit consent” within the scope of Article 5 of the Law.

Functionality and Preferences Cookies

Functionality cookies are cookies used for personalization and remembering preferences on the
Website. These cookies are used to provide functionality that is outside the scope of essential cookies.

For the data processing activities conducted during the use of cookies where you explicitly request the
relevant information society service, which consists of saving your preferences and thus customizing
the Website for you, we rely on the data processing conditions envisaged as “being necessary to
process personal data of the parties of the contract, provided that it is directly related to the
establishment or performance of the contract” and “processing of data is necessary for the
legitimate interests pursued by the data controller, provided that this processing shall not violate
the fundamental rights and freedoms of the data subject” within the scope of Article 5 of the Law.

In case where you do not explicitly request the relevant information society service, for the data
processing activities conducted during the use of these cookies, we rely on your “explicit consent”
within the scope of Article 5 of the Law.

Below you can find the different types of cookies that we use on the Website.

Essential Cookies

Cookie Name Provider Purpose of Use Duration of
Use
.AspNetCore.Antiforgery. YKT It is wused to During the
UpuWO1UycnQ prevent CSRF session
attacks.
.AspNetCore.Mvc.Cookie @ YKT It is used to store During the
TempDataProvider temporary  data session
during a session.
CMSCookieLevel YKT It is used to store 1 Year

temporary  data
during a session.

GRECAPTCHA YKT It is wused to 1 Year
prevent bot
aftacks and

ensure security.

Performance and Analytics Cookies

Cookie Name Provider Purpose of Use Duration of Use
CMSAnalyticsData YKT Records user behavior for 1 Year

on-site analysis.
VisitorStatus YKT It is used to determine 1 Year

whether the visitor is new

or a returning visitor.
CurrentContact YKT It stores a unique identifier 1 Year

associated with the visitor
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Functionality and Preferences Cookies

Cookie Name Provider Purpose of Use Duration of Use
cookiesPreferences YKT Stores the user's cookie 1 Year
preferences.

To Whom and for What Purpose Personal Data May Be Disclosed

Your personal data may be transferred in accordance with the rules governing the transfer of personal
data set forth in Articles 8 and 9 of the Law, within the scope of the conditions for data processing
established in Article 5 of the Law.

Aktarilan Kigi/Kuruluslar Aktarimin Hukuki Sebebi ve Amaci

In order to fulfill the Purposes set forth above, based
on the legal grounds upon which these Purposes are
e  Our suppliers founded;
(Consultants and technical service providers
specializing in IT infrastructure and cookies) [  Obtaining consulting, information security, archiving,
and support services from our company in order to fulfill
the Purposes specified above

Based on the legal ground that the processing of your

data is necessary for our legitimate interests, provided

that it does not infringe upon your fundamental rights

and freedoms;

e  Conducting our business operations,

e Implementing our company’s information systems and
transaction security processes,

e Carrying out infrastructure, maintenance, repair,
analysis, and development processes for our company
systems

e Our business partners
(Refers to parties with whom we have a
collaborative or business partnership
relationship.)

» Legally authorized public institutions
and legal authorized private entities
(This refers to private and public institutions
and organizations authorized to request
information and documents due to relevant
legal regulations or legal proceedings; | Based on the legal basis of “processing being explicity
private  and public institutions and|prescribed by law and being mandatory fort the data
organizations required by law to disclose | controller to fulfill its legal obligations”,

information; and private and public Fulfilling legal reporting and information request,
institutions and organizations with which we | e  Carrying out legal audit activities,

verify information to ensure the security of |e  Operating legal process,

legal proceedings. For example: BDDK, |e Fulfilling our obligations arising from legislation

SPK, TCMB, Ministry of Treasury and
Finance, MASAK, Risk Center of the Turkish
Banks Association, GIB, SGK, MKK, Credit
Bureau, judicial authorities, notaries, TNB,
KEP, etc.)

e Based on the existence of standard contracts
published by the Personal Data Protection Board;
The conduct of our business operations

e  Our business partners and suppliers based
abroad
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Method of Personal Data Collection
Personal data is collected through cookies in electronic environments for the purposes stated above.
Your Rights Under Article 11 of the Relevant Law
Regarding your personal data, you may submit your requests concerning your rights under Article 11
of the Law by completing the Data Subject Application Form available at
https://www.ykteknoloji.com.tr/pdf/kisi-basvuru-formu-en.pdf and forwarding it to the Company. The
Company will resolve your request free of charge within the shortest possible time and no later than
thirty days, depending on the nature of request. However, where the transaction requries an additional
cost, a fee pursuant to the tariff determined by the Personal Data Protection Board shall be charged.
Your application must include;

e Full name and wet signature,

e For Turkish citizens: T.R. identity number; for foreign nationals: nationality, passport number, or

identity number if applicable,

e Address for service notice or workplace address,

¢ Primary email address, telephone, and fax number for notification purposes, if any;

e Subject matter of the request.

Tarayici Ayarlarindan Cerez Ayarlari Cookie Settings via Browser Settings

You may modify your cookie preferences at any time by clicking the cookie icon located at the bottom
left of website. To do so, toggle the buttons in the cookie management panel to your preferred “on” or
“of” position and click “Save”. Thereafter refresh the page to activate your settings.

You may also partially manage cookies through your browser settings. Cookie management information
for commonly used browsers is accessible via the links below:

Google Chrome https://support.google.com/chrome/answer/95647?hl=en

Internet Explorer https://support.microsoft.com/en-us/help/17442/windows-internet-explorer-
delete-manage-cookies

MozillaFirefox https://support.mozilla.com/en-US/kb/Cookies

Opera https://www.opera.com/browser/tutorials/security/privacy/

Safari https://support.apple.com/kb/ph19214?locale=tr TR
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